
1

@UNICEFKazakhstan/2021/ Nazira Kaiymova

Standard Operating 
Procedure for 
Communication 
Departments in Health 
Sector in Kazakhstan

“Crisis communication in health care”

@UNICEFKazakhstan/2021/ Nazira Kaiymova

Ministry of Healthcare 
of the Republic of Kazakhstan



2

Public relations department of the Ministry of Healthcare (MoH), public relations departments of 
the MoH Committee on Sanitary and Epidemiological Control (CSEC) and its territorial departments,  
public relations departments at subsidiary organizations of MoH, including the National Center for 
Public Healthcare (NCPH)

Crisis communication in health care

22nd of June, 2022 

Working Group on Health Communications at the NCPH of MoH with support from UNICEF 
Kazakhstan country office

22nd of June, 2022

№1

Zhanar Kalmakova, Acting Chairman of the Board, NCPH
Bagdat Imasheva, Adviser to  Chairman of the Board,  NCPH
Maira Toktarova, Managing Director,  NCPH

Scope (area of 
application):

SOP name:

Approval date:

Developed by:

Effective date:

Version:

Approved by:



3

Acronyms and Abbreviations, Glossary         4

Glossary             4 

Introduction            5

Purpose, Target audience           6

Roles and Responsibilities           7

Sop Overview            8

Basics of Crisis Communication          9 

Key Crisis Communication Activities       15 

 1. Crisis Communication Preparation      15

 2. During the Crisis        16

 3. Post-Crisis Evaluation        17

Crisis Phases          18

 1. Pre-crisis phase        18

 2. Initial phase         19

 3. Crisis maintenance phase       20

 4. Crisis resolution phase        21

 5. Evaluation phase        21

How to Develop a Crisis Communication Plan      22 

Attachment 1. Sample Crisis Communicaiton Plan      24

Attachment 2. Avoiding Communication Mistakes      29

Attachment 3. Nine Steps of Crisis Response      31

References          35

Contents



4

Acronyms and Abbreviations 

Glossary

C4D Communication for Development 
CDC U.S. Centers for Disease Control and Prevention
CMPC MoH Committee for Medical and Pharmaceutical Control 
CSEC MoH Committee for Sanitary and Epidemiologic Control
MoH Ministry of Healthcare of the Republic of Kazakhstan
NCPH National Center for Public Healthcare
NGO Non-governmental organization
SBCC Social and Behavior Change Communications 
SOP Standard operating procedure
WG Working Group

Term Definition 

Crisis  

Is an unstable situation of extreme danger or difficulty, which usually indicates a turning-point, 
such as deterioration of a situation. A crisis arises when local health systems on which people 
depend are overwhelmed and cannot or do not respond to the demands or needs. All health crises 
are also communication crises.

Crisis communication Crisis communication is a strategic approach to corresponding with people and organizations 
during a disruptive event (a crisis).

Communications Channels 
Tools and mediums of interpersonal communication can include health workers, community 
leaders, groups, and mass media such as TV, Radio, newspaper, internet and social media, print 
materials such as brochures, posters, and leaflets. 

Health WHO describes health as a state of physical, mental, and social well-being, not only the absence 
of disease or illness. 

Health Risk The chance or likelihood that something will harm or otherwise affect health and involved 
emotional connontation and uncertainty regarding health and economic effects.

Risk factor
Any attribute, characteristic or exposure of an individual that increases the likelihood of developing 
a disease or incurring an injury. For example, tobacco and alcohol consumption, being obese are 
risk factors.

Health Communications A multi-faceted and multidisciplinary approach to reaching diverse audiences to share health-
related information to influence, engage, and support individuals and communities. 

Public Health Crisis 
The secuence of events following a public health threat, where the limited time available for 
deciding and the large degree of uncertainty leads to overburdening the normal response capacity 
and undermining of authority.

Health Messages 
Development 

A combination of health information needs to be conveyed to the specific target audience or the 
public. 

Social Mobilization It is a process of creating dialogue and consensus, engaging a range of players in unified and 
complementary efforts, considering the needs of people.

Standard Operating 
Procedure 

SOP is a set of step-by-step instructions compiled by an organization to help teams carry out 
complex routine operations to achieve measurable results. 
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Introduction

This Standard Operation Procedure (SOP) aims to assist the Public relations department of the Ministry of Healthcare of the Republic 
of Kazakhstan (MoH) and other relevant stakeholders, including public relations departments of the MoH Committee on Sanitary 
and Epidemiological Control (CSEC) and its territorial departments, public relations departments at subsidiary organizations of 
MoH, including the National Center for Public Healthcare (NCPH) in planning and managing crisis communication in health care 
at national or regional (subnational) levels. It is the second SOP in a series of two SOP’s developed for the MoH. The first SOP was 
called “Developing and effectively implementing a planned health communication campaign”.

Communication by public authorities during a crisis situation is an essential and indispensable part of any response to a situation 
that may threaten life [1]. In today’s 24-hour news and digital media environment, people constantly receive information from many 
sources, ranging from print media to television to alerts and social media on mobile devices. Immediately after the news media 
or community learns of a public health–related outbreak investigation, they want to know what is happening and who is affected. 
When the cause is rare but might cause substantial harm, news outlets often treat the event as breaking news and begin sustained 
coverage. From the beginning of an event to its resolution and follow-up, public health authorities are expected to provide the news 
media with timely, accurate information and answers about the outbreak’s effects [2].

One of the primary responsibilities of a PR department or a Communications team in a public health agency, such as the MoH, 
its two Committes or its subsidiary organizations (such as the NCPH) is to minimise any damage and avoid any negative fallout 
in the event of negative news or a crisis. In the past, the image and reputation of the MoH has suffered from incidents of ad-hoc 
crisis communication management due to various factors. It is critical that MoH, jointly with the Ministry of Information and Social 
Development of Kazakhstan when applicable, manages crisis based on best practices in communications. This SOP should guide 
crisis communication in public health sector in Kazakhstan. In this context, the MoH and its subsidiary organizations worked 
together with UNICEF country office in Kazakhstan to better understand and assess existing health communication practices and 
needs to subsequently develop SOPs that provide a robust framework for the healthcare sector to effectively achieve communication 
objectives. 

The present SOP was developed in close consultation with public health and communication specialists, with the technical support 
of Lapis Communications and Action Global, and the contributions of UNICEF and US Agency for International Development (USAID) 
as part of their support to the national immunization system strengthening. 

The designations used in this publication and the presentation of the material do not imply the expression on the part of UNICEF 
of any opinion whatsoever regarding the legal status of children in Kazakhstan, this or that country, or territory, or its authorities, or 
the delimitation of its borders.

1 Source: https://www.societyforhealthcommunication.org/health-communication   

@UNICEFKazakhstan/2021/ Nazira Kaiymova

@UNICEFKazakhstan/2021/ Nazira Kaiymova
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The primary objective of this SOP is to provide a practical and systematic process for managing communications during a crisis 
in public health sector in Kazakhstan in accordance with local and international best practices. 

This SOP is applicable to the Department of Public Relations at the MoH, as well as organizationally related and subsidiary organizations 
of MoH (republican agencies, medical universities and tertiary care health care organizations), including but not limited to:  

• Committee for Sanitary and Epidemiologic Control of the MoH (CSEC) and its territorial departments,
• Committee for Medical and Pharmaceutical Control of the MoH (CMPC) and its territorial departments,
• National Center of Public Healthcare of MoH (NCPH),
• Salidat Kairbekova National Research Center for Health Development, 
• National Center for Expertise of Drugs and Medical Supplies,
• Medical universities,
• Tertiary care health care organizations (institutes), as well as:
• Communication teams at 17 public health departments of the local executive bodies. 

Other non-governmental and private organizations could also benefit from using this SOP in their health communication 
interventions, including:

• NGOs, 
• Healthcare provider organizations, 
• International agencies and their representative offices, 
• The private sector entities in the health sector. 

Purpose

Target audience (intended users)
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Roles and Responsibilities

1. Primary Responsible Party: the primary responsible party’s role is to coordinate the development and implementation of a 
crisis communication campaign.    
1.1. The chief responsible party to coordinate the development and implementation of a crisis communication plan at the 
national level is the director of the Department of Public Relations of the Ministry of Healthcare. 
1.2. Chief responsibility for coordination of the development and implementation of a national level crisis communication 
plan can be transferred to another responsible party, such as the head of a PR team in another organization within health 
care system of Kazakhstan, by the director of the Department of Public Relations of the MoH. 
1.3. The chief responsible party to coordinate the development and implementation of a crisis communication plan at the 
regional (oblast) level is the Communications Person (PR manager) at a public health department of the local executive body. 
1.4. The chief responsible party to coordinate the development and implementation of a crisis communication plan at an 
organizational level is the Communications Person (PR manager) of the respective organization (health care organization or 
MoH subsidiary organization or other legal entity in public health sector).

2. Subject matter experts: various subject matter experts in health sector, who may work at various organizations outside the 
MoH, including public and private, must be involved in the process depending on the content and topic of the crisis in public 
health. Subject matter experts in health care, public health, medicine, biomedical sciences, communications, and other fields 
should be identified, approached and involved by the Primary Responsible Party.    

3. Formal or Informal Working Group: despite the urgency of the ongoing crisis at the national or a regional (oblast) level, it is 
recommended that the Primary Responsible Party will create a formal or informal working group (WG) consisting of people 
who will jointly modify as needed and implement the crisis communication plan.   

The roles and responsibilities of the working group can be defined in terms of reference of the WG. WG membership should 
include PR/communication experts and subject matter experts. 

The meetings of the WG, including decisions made and responsibilities and tasks assigned to members of the WG, if 
possible, should be documented formally (by writing and signing meeting minutes) or informally (by making notes, via email, 
mobile messengers). In addition, WG members are encouraged to communicate informally via email, mobile messengers 
and chats. 

4. Approval and Supervision Party: in order to approve key documents, activities and major milestones in implementation of a crisis 
communication plan, there must be a designated authority to approve the plan and provide oversight over its implementation.
4.1 For a crisis communication plan at the national level, the Minister or vice-Ministers of Healthcare are typically the leaders 
that grant approval and provide high-level supervision. For example, they appoint the Primary Responsible Party for a crisis 
communication plan, or can approve the transfer of such responsibility to another entity, organization or person.  
4.2 For a crisis communication plan at the regional (oblast) level, the Head of the Public Health Department at the local 
executive body is the Approval and Supervision Party.
4.3 For a crisis communication plan at an organizational level, the CEO of the organization (the first leader) is the Approval 
and Supervision Party.
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SOP Overview

Crisis Communications

• Establishing team

• Implementing the plan

• Effective communications

• Post crisis evaluation

This SOP is developed to compliment a SOP titled “Developing and effectively implementing a planned health communication 
campaign”, which described 6 phases of communication campaign implementation, such as: formative analysis, strategy design, 
content design, campaign implementation, monitoring and evaluation, and, last, crisis communication. The crisis communication 
section of the previous SOP briefly summarized core activities, such as establishing a team; effective communication, implementing 
the crisis communication plan and post-crisis evaluation. 

This SOP provides a detailed guidance on crisis communications, including how to plan for a health-related crisis and how to 
implement a crisis communication plan. 

The Basics of Crisis Communication section consists of practicasl tips and core messages from health communication experts, 
which provide some key points abour crisis communication in a succinct way. 

The section on Key Crisis Communication Activities describes a set of activities that need to be uyndertaken during the Crisis 
Communications Preparation; during the crisis and post-crisis.

Next, five Crisis Phases are presented, which are recommended by the U.S. Centers for Disease Control and Prevention (CDC) and 
have direct implications for communication acivities. These are pre-crisis phase; initial phase; crisis maintenance phase; crisis 
resolution phase, and the evaluation phase. 

The section titled “How to Develop a Crisis Communication Plan” outlines basic steps required for plan development.

An example of a crisis communication plan is provided in Attachment 1. Attachment 2 presents tips for preventing errors in the 
communication process. Attachment 3 contains the Nine Steps of Crisis Response, which summarize the guidance on how to 
apply the crisis communication plan throughout the crisis response period. 



9

@UNICEFKazakhstan/2021/ Nazira Kaiymova

Basics of Crisis Communication

Types of Health Care Crises 

The types of issues that may become a topic requiring crisis communication by the Ministry of Healthcare or by a Health Department 
of a Local Executive Body or even at a level of a health care organization are listed below. These examples should be considered in 
the development of a “hot list” of crisis topics for a crisis communication plan and organizations within health care system should 
prepare in advance to handle such topics [3].

Public Health Related Issues

1. Communicable diseases (COVID-19, measles, etc.) 
2. Mass infection/exposure 

• Bioterrorism 
• Accidental exposure via leak or spill 
• Tainted blood supply 
• Tainted or mislabeled medication 

3. Mass casualty event 
• Non-terrorism (plane crash, explosion, etc.) 
• Terrorism (bombing, mass shooting, etc.) 

4. Insufficient resources 
• Strikes resulting in reduced work force 
• Mass casualties/injuries resulting in strain on available medical and personnel resources 
• Communicable disease 

Regulatory, Litigation Issues

1. Changes in National or Local Policies or Regulations 
2. Medical Malpractice / Administrative Investigation / Patient Care Issues

• Any significant allegations of low quality patient care 
• Medication error, including wrong drug, wrong dosage, wrong patient, wrong medicasl procedure, wrong site surgery, 

hospital-acquired infection, etc. 
• Patient suicide
• Infant abduction

3. Allegations of significant violation of national regulations, regulatory investigations
4. Significant or high-profile allegations/suit 
5. Loss of accreditation or licensure by a health care organization 
6. Medical or surgical device flaw (defect), falcified medicines 
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Management, Administrative, Employee Issues  

1. Rumors, misinformation 
2. Disruption of service
3. Limited availability of treatment, medication
4. Mergers / acquisitions / partnerships between health care organizations
5. Employee strikes, deminstrations, salary issues, bad management by leadership
6. Reduction in force / downsizing
7. Embezzlement / other felonies / financial misconduct or corruption 
8. Poor patient safety/ quality performance 
9. Senior leadership behaviour, issues 
10. Allegations of misconduct, disruptive behavior by employees or leaders

• Criminal and non-criminal 
• Patient care related and non-patient care related 

11. Falsified diplomas, licenses (invalid credentials)
12. High profile employee incidents 
13. Sudden change in leadership 
14. Change in organization’s administrative policies 

Accidents / Facility Issues  

1. Damage to facility or clinic (fire, accident, etc.) 
2. Utility shutdown or disruption (weather-related, or accident) 
3. Terrorism 
4. Workplace violence 
5. Hostage situation 
6. Active shooter 
7. Weather-related issue, natural disasters
8. Industrial or environmental accidents, food, water contamination

Cybersecurity, Electronic Medical Records Issues  

1. Issues with electronic health / medical records 
• Unauthorized disclosure of records/information 
• Unauthorized alteration of electronic medical records 
• Theft / destruction of electronic medical records 

2. Unauthorized disclosure of confidential patient information 
3. Electronic systems failure / changes / interoperability issues
4. Inability to document medical care, to provide data for payment purposes
5. Malware attack on core IT systems 
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A crisis is – it is an unstable situation of extreme danger or difficulty, which usually indicates a turning-point, such as deterioration 
of a situation. A crisis arises when local health systems on which people depend are overwhelmed and cannot or do not respond 
to the demands or needs. All health crises are also communication crises. From a Public Relations (PR) perspective, a crisis is 
any event or circumstance that negatively impacts an organization’s or individual’s reputation, credibility, or brand [4]. Each crisis 
situation is unique and will require a flexible approach to the situation. 

Below are some characteristics that distinguish crisis communication, including goals of crisis communication, and tips about 
what works in a crisis [5]. 

• Immediacy (Make the pain stop now!)
• Approach (Not just what you do, but how you communicate)
• Who is in charge (the public health agency or the MoH must take control of the narrative and the flow of events)
• Basic PR tools don’t work in a crisis

• Media frames of reference:
• Heroes
• Honor
• Dishonor
• “Horse race journalism” (covering perceptions rather than facts)

• The three 3V’s of a crisis situation:
• Villain
• Victim
• Vindicator

• Don’t become the Villain! Villains are often officials who don’t return phone calls, he said. If they respond at all, they 
have their lawyers or deputies or staff speak for them. If they’re caught having made a mistake, they try to “spin” it 
rather than admitting and fixing it. They have trouble with eye contact, and they use “weasel words”, speak vaguely 
and unclear.

• First: Tell the Facts
• Who, what, where, when?

• Follow-up
• Who’s to blame?
• Could this have been prevented? 

Goals of crisis communication
• Inform the public, other key stakeholders (provide vital information).
• Eliminate / decrease the panic.
• Improve perceptions about this crisis.

What is a crisis?

How is crisis communication different from regular 
communication?

How the media covers crises

“It takes a lifetime to build a reputation, 
and only a short time to lose it all”
Joseph Neubauer
CEO, Aramark Worldwide

“…the residual odor of a seriously 
uуvorable story permeates your business 
environment for a long, long time.”
Davis Young, Author, “Building Your Company’s 
Good Name”
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• Tell the truth!
• Tell it first!
• Tell it all!

• But protect confidentiality
• Tell what you know when you know it:

• If you don’t tell the story, someone else will.
• NC=MSU: “With No Communication, people Make Stuff Up”
• If all the information is not available, you need to openly admit it

• Specificity, solutions
• Consistency with regular updates
• Compassion, concern
• Credibility, expertise, verification 
• Simplicity, no complex terminology and medical terms, avoid abbreviations
• Transparency

• Minimizing/ stand on your record
• Attacking the accuser 
• Spin / lying, deception
• Speaking for others
• Blaming others
• Speculating, denying
• Delaying decisions and information 
• Over-explaining 

What works in any crisis?

What works in a public health crisis?

What doesn’t work in a crisis?
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1. What are your messages?
2. Who will be your spokesperson?
3. What tough questions will you be asked?
4. How will you use messages to respond? 
• Messages resonate when they are:

• Human (We care…)
• Honest (We don’t yet know…)
• Reflect your mission/values (Safety is top priority…)
• Empathetic / show compassion (We’re sorry…)
• Consistent (As we told our employees…)
• Interactive (Here’s how you can reach us…) 

• Communicate directly with those most important to your organization:
• Who is most affected?
• Who is most important?

• Be consistent
• What you share with others could end up in the media. 

• Examples of audiences:
• The society at large or specific population.
• Employees of a certain organization and their families.
• Physicians, health care workers in general or from specific organizations.
• Patients and their families in general or from specific group.
• Payers, sponsors, donor organizations.
• Elected officials (parliament members), local executive bodies.
• Regulatory or public health agencies.

• How will you communicate with your audiences?
• Website.
• Social media channels.
• Emails, phone calls.
• In-person or online meetings, interviews, press briefings, official speeches.

• Two-way communication works best
• Give your audience (as well as your employees) a way to reach you.

• Provide regular updates.
• Give clear instructions to your audience.
• Use social media to your benefit:

• Speed.
• Sources (can trace who said what).
• Reach (scale).
• “Watercooler” effect. 
• Reach your audiences directly.
• Give specific instructions to your audience on what to do and when. 
• Tell your story without a media filter.
• Join the conversation. 
• Share and update information.
• Correct misinformation. Misinformation can be quickly refuted through posts or messages on social media.
• Monitor and assess the society’s concerns and respond when appropriate. 

Helpful tips: prepare before you talk to the media…

Helpful tips: know your audiences
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An apology is NOT an admission of liability 
It’s a human response to a tragedy or hardship
• Say:

• I’m sorry this happened…
• I’m sorry for the inconvenience this has caused our patients…

• Rebuild trust!
• Visit https://sorryworks.net/

• Don’t blame the person who is harmed:
• I’m sorry if anyone was offended…

• Avoid passive voice:
• Mistakes were made…

• Don’t make excuses:
• I’m sorry but… 

Helpful tips: How to say “I’m sorry”

Helpful tips: Don’t issue a non-apology

@UNICEFKazakhstan/2022/Olga Cho 

@UNICEFKazakhstan/2022/Olga Cho 

https://sorryworks.net/ 
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Key Crisis Communication Activities 

When preparing for a potential crisis in health care sector, the following elements should be taken into account by the Ministry of 
Healthcare, Health Departments and PR departments of key agencies in Kazakhstan [3].

1. Identify potential variables (characteristics) of a crisis 
2. Identify key stakeholders 
3. Establish a chain of command for communication
4. Practice effective crisis communication

Details of the above steps are provided below.

Step 1. Identify potential variables of a crisis or incident that could impact the method and content of 
crisis communication:

1. Scale of the crisis – one city / one region (oblast) / several regions / national?
2. Who is affected? 
3. Who are your audiences that need to hear from you?
4. One single story of what happened? Any prevailing rumors?

Step 2. Identify key internal stakeholders to participate in the communications response and clearly 
define roles for each participant:

1. Establish a crisis communication team to lead creation and implementation of strategy and messaging. Such a team 
consists of leaders, subject matter experts, and communication experts. Define who can say what and to whom.

2. Designate an organization spokesperson: 
• The spokesperson may be different depending on the nature of the crisis. He or she should be available, knowledgeable 

in the subject matter relative to the crisis, articulate, comfortable answering difficult questions and able to remain calm 
under pressure. 

• Consider providing media training for the spokesperson. 
• Establish the most important messages relative to the crisis and ensure that they are represented in all public statements 

and communication tactics. 

Step 3. Establish a chain of command for communication

1. Know what to do in the first five minutes: 

• Who to call and in what order they should be contacted (have a call tree* prepared in advance).
• How to prioritize patient care, securing the area and/or securing potential evidence. 
• Prioritize patient vs. employee protection.  

*Note: A “call tree” (also known as a phone tree, call list, phone chain) is a layered hierarchical communication model that is used to 
notify specific individuals about a crisis and coordinate crisis management. 

How call trees work

• During a crisis, the call tree is initiated once the emergency management team has completed its assessment and determined 
that employees must be notified.

• One employee is designated to launch the emergency call tree. An organization should have an alternate call tree lead in the 
event the original lead is not available.

. 1 Crisis Communication Preparation
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• As the call tree progresses, members should take notes on people they can’t reach, as that data must be relayed back to the 
emergency team for follow-up.

• To ensure calls were completed as planned, the last person on the list should confirm receipt of the final call to a designated 
employee. Another designated employee can serve as the communication list manager to monitor responses and contact 
backup staff as necessary. 

2. Media considerations   

• Proactively engage members of the news media and introduce them to your organization before a crisis. 

Step 4. Practice effective crisis communication

1. Build trust with your audiences: 
• Provide facts 
• Be honest 
• Follow up when you agree to do so, even if additional information is not available 
• Do not speculate or exaggerate 
2. Know your audiences and what is important to them. Understand who should receive the information and adjust the 

messages and methods of delivery based on the needs of each audience. 
3. Develop effective internal communication channels (board of directors, employees, health care workers, volunteers, etc.): 
• Decide if it would be helpful to your organization to categorize crises by severity to calibrate response 
• Determine what means of communication will work best in your organization (phones, intercom, radio, email, etc.) 
• Keep in mind that some methods of communication may not be available depending on the crisis at hand (mobile phones 

may trigger a bomb, weather may knock out cell signals or internet, etc.). Have an alternate communication method ready in 
the event the primary method is unavailable.

4. Determine who the primary contact person is for the MoH or other government agencies (if this is a health care organization 
or a health department), and for communication with other organizations. Determine first response personnel who may have 
relevant information to share. 

5. Make sure that reputational risks are included in the crisis communication plan.

The following steps should be taken during a health crisis [3].

1. Key initial tasks for crisis communications team.
2. Early follow-up tasks for crisis communications team. 
3. Ongoing follow-up. 

Details of these steps are provided below.

Step 1. Key initial tasks for crisis communication team 

1. Determine whether an Crisis Command Center or a Crisis Management Team or a Working Group is to be established 
(depends on nature of crisis). 

2. Bring together the crisis communications team in a pre-designated Incident Command Center or create a Media Center 
(Information Center).

3. Establish processes, procedures and guiding principles. 
4. Determine communications tactics (proactive vs. reactive, news briefing vs. statement, etc.). 
5. Identify spokesperson. 
6. Identify information authorities; confirm the facts. 
7. Determine content of initial key messages. 

. 2 During the Crisis
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8. Deliver messages through pre-established crisis communications channels (web, email, texting, key media contacts via 
advisory, etc.) to critical internal and external audiences, with internal audiences notified first if at all possible. 

9. Determine if external crisis communication counsel/support is needed. 

Step 2. Early follow-up tasks for crisis communications team

1. Augment / refine messaging as more information becomes available and confirmed. 
2. Prepare initial media statement and/or media briefing. 
3. Activate the Media Center / Information Center (if briefings will occur). 
4. Identify key audiences (internal and external). 
5. Determine staffing for immediate response and ongoing response. 
6. Tailor information for audiences and for multimedia platforms. 
7. Reach out to public relations representatives at key local / oblast level / national agencies to link with your Media Center / 

Information Center as appropriate. 

Step 3. Ongoing follow-up

1. Update key internal stakeholders. 
2. Hold news briefings/conferences, as needed and appropriate. 
3. Monitor mainstream media/social media channels; clarify or correct inaccurate information, as appropriate. 
4. Identify second tier of stakeholders (volunteers, providers, neighbors, etc.) who need to be informed after immediate crisis 

has passed.

When implementing the Crisis Communication Plan:

1. Explain why you are unable to share certain details. 
2. Maintain focus on short and long-term goals. 
3. Determine what information can be released, given privacy restrictions. 
4. Stay calm and professional.

This phase consists of post-crisis evaluation activities. 

Conduct a post-crisis evaluation with members of the crisis communication team

Post-crisis evaluation phase should be guided by questions such as [3]:

1. What lessons were learned? 
2. What could have been done better? 
3. Where did we excel? 
4. Do policies (regulations) need to be amended? 
5. What type of training could have improved our response? 
6. Identify any actions that prevented the problem from becoming worse and may help prevent a recurrence. 
7. Develop remediation plan to address any reputational damage. 

*  *  * 

The above were three key stages of crisis communication activities. 
The next section describes the five phases of a crisis. 

. 3  Post-Crisis Evaluation
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Crisis Phases

While every crisis is unique and develops in its own way, these generalized patterns have been shown to be part of most events. By 
dividing the crisis into the suggested five phases, communicators can anticipate the information needs of the media, stakeholders, 
and the general public. Therefore, communication efforts must evolve along the phases of a crisis. Each of the below five phases 
has its own unique informational requirements [6].

The communication objectives during the pre-crisis phase include the following:
• Plan and prepare.
• Foster alliances with stakeholders.
• Develop consensus recommendations. 
• Develop systems and redundancies such as hotlines, information centers (ICs), and websites.
• Test messages.

The pre-crisis phase is where the most important planning work should be done. While pre-crisis planning and preparation will 
not ensure successful crisis management, the lack of it puts the Ministry of Healthcare or another organization at an extreme 
disadvantage.

Crises develop over time. This is especially true if there have been years of poor planning and lack of preparation, which would 
worsen a crisis when it occurs. 

The pre-crisis phase may last for years. If handled properly, this phase involves proactive planning with stakeholders to anticipate 
and prepare for crises. When a crisis happens, it may involve a naturally developing threat, a manmade catastrophe, or any other 
example (see Types of Health Care Crises on pages 10-11). 

The types of crises that a certain country or an agency or an organization is likely to encounter are somewhat predictable based on 
history, location, and other risk factors. Once an assessment identifies the most likely crises, it’s easier to begin planning. 

Initial communication tactics and messages can be drafted in advance, with blank spaces to be filled in if a crisis occurs:
• Identify spokespersons, resources, and resource mechanisms.
• Develop training and refine plans and messages.
• Foster alliances and partnerships to ensure that officials and experts speak with one voice and that resources are available 

and shared.
• Consider conducting an emergency public health communication needs assessment to clarify what needs to be done 

Be sure to develop a plan during the pre-crisis phase. This is the biggest step you can take during thisphase for improving your crisis 
communication.

Each of the stages is described below along with the associated communication requirements.

Pre-crisis Initial Maintenance Resolution Evaluation

. 1  Pre-crisis phase
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Communication objectives during initial phase will require that you as the communicator: 
• Acknowledge the event with empathy. 
• Explain to and inform the public in simple and clear terms about their risk. 
• Establish organization and spokesperson credibility. 
• Provide emergency courses of action, including how and where to get more information. 
• Coordinate key messages with other organizations and agencies. 
• Commit to stakeholders and the public to continue communication and remain accessible. 

The initial phase of a crisis can be characterized by confusion, uncertainty, and intense media interest. Information is usually 
incomplete and the facts scattered. It is important to recognize that information from the public, the media, other organizations, 
and from within your organization may not be accurate. 

Information will come from a variety of sources, some credible and some not. New information-sharing technologies deserve 
special consideration. Today’s technology allows people to immediately provide updates and post information on social media 
sites. Some of this information may be useful, some may be misleading. High volume or overloads of communication systems such 
as cell phone systems, computer servers, and Internet servers can also be problematic.
 
Urgent health-related messages are sent in real time to public health agencies in affected areas. Health departments of local 
executive bodies may then send these messages to relevant services, such as police and fire departments, health care organizations 
and others whose job it is to protect the public during emergencies, natural disasters, outbreaks, and other health threats.

Crises happen in a specific place and affect a specific community or location. Typically, a community unfortunately is largely on its 
own for the first 48-72 hours of the crisis (so, delay in response is often about 48-72 hours since the crisis started).
Decisions in the initial phase have critical implications. There are few second chances to get communications right during this 
phase of a crisis. Organizational reputations are at stake. MoH and its agencies may be forced to communicate even when they do 
not have all the facts. 

A critical part of the communicator’s role is to manage the following: 
• Collect information about what happened. 
• Interpret and separate the factual information from rumors. 
• Determine the communication response. 
• Coordinate with other response groups and agencies. 
• Verify the magnitude of the event as quickly as possible.
 
When communicating in the initial phase of an emergency, it is important to present information that is simple, credible, accurate, 
consistent, and delivered on time. 

This is the time to establish your organization or agency as credible. A crisis creates high uncertainty. Your organization or agency 
can reduce public anxiety by providing useful information about the nature of the problem and what the public can do about it. Even 
when there is little information to offer, you can share how the organization is investigating the event and when more information 
will be available. At the very least, messages should demonstrate that the organization is addressing issues head-on. This means 
that its approach is reasonable, caring, and timely, and that it is responsive to the public’s need for information. 

At the same time, the pressure to release information prematurely can be intense. In most cases, all information must be cleared 
by the appropriate leaders or designated clearance personnel before it’s offered to the media. 

. 2 Initial phase
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In the initial phase of a crisis or emergency, the public wants information about the situation immediately, including who, what, 
where, when, and why: 
• Provide timely and accurate facts, including where the crisis occurred. 
• Say what is being done now. 
• Give credible answers regarding the magnitude of the crisis, including possible threats to the public. 
• Share the possible duration of the crisis. 
• Explain as much as you can about who will fix the problem, and when. 

Communicators should be prepared to answer questions like these quickly, accurately, and as fully as possible. See tips on avoiding 
communication mistakes provided in Attachment 1.

Communicators should avoid overstating what is known or over-reassuring. The public recognizes and dislikes ungrounded, wildly 
optimistic statements. Such statements will reduce credibility. It is more appropriate to offer qualifications such as, “Based on what 
we currently know” or “The situation is still evolving.”

Communication objectives during this phase include the following: 
• Help the public more accurately understand its own risks. 
• Provide background and encompassing information to those who need it. Work to answer questions such as the following: 

• “How could this happen?” 
• “Has this happened before?” 
• “How can we keep this from happening again?” 
• “Will I be all right in the long term—will I recover?” 

• Generate understanding and support for response and recovery plans. 
• Listen to stakeholder and audience feedback and correct any misinformation. 
• Explain emergency recommendations. 
• Empower risk/benefit decision making.  

The maintenance phase generally begins when most or all of the direct harm is contained, and the intensity of the crisis begins to 
subside.

As the crisis evolves, anticipate sustained media interest and scrutiny. Unexpected developments, rumors, or misinformation may 
place further demands on your organization’s communicators. Experts, professionals, and others not associated with the response 
organization will comment publicly on the issue and sometimes contradict or misinterpret your messages. You are likely to be 
criticized about your handling of the situation. Do not become defensive! Plan to respond with information and explanations. 

Staying on top of the information flow and maintaining close coordination with other agencies and spokespersons is essential. 
Processes for tracking communication activities become increasingly important as the workload increases. Tracking can be done 
electronically. 

The crisis maintenance phase also includes an ongoing assessment of the event and continued allocation of resources for the 
response.

. 3 Crisis maintenance phase
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Communication objectives for this phase include: 
• Improve appropriate public response for future similar emergencies through education. 
• Honestly examine problems and mishaps, and then reinforce what worked and address what didn’t work in the recovery and 

response efforts. 
• Persuade the public to support public policy and public resource allocation to the problem. 
• Promote the activities and capabilities of the organization. Help reinforce the identity of your organization. 

As the crisis resolves, there is a return to some form of normality. Often, this is a new normal, which includes an increased 
understanding of risks and new ways to avoid them. While in some cases complete recovery takes years, in the resolution phase, 
most of the recovery systems are in place. This phase is also characterized by a reduction in public and media interest. 

Once the crisis is resolved, you may need to respond to intense media scrutiny about how the event was handled. This may include an 
opportunity to reinforce public health messages while issues are current. Your organization may need to initiate a public education 
campaign or make changes to your website, for example. Research shows that a community is responsive to risk avoidance and 
mitigation education directly after a crisis has occurred, so it is a good time to carry out such activities after the crisis. 

When the crisis is over:

• Evaluate responses, including communication effectiveness. 
• Document and communicate lessons learned — what worked and where were the challenges? 
• Determine specific actions to improve crisis communication and crisis response capability. 
• Plan the next pre-crisis activities. 

When the crisis is over, it is important to evaluate the performance of the communication plan, document lessons learned, and 
determine specific actions to improve crisis systems or the crisis plan. A crisis is a very important learning opportunity. Failure 
to learn the lessons from it increases the chance of a failed response in the future. It is easy and tempting to focus on the level 
of tactics and implementation of communication activities only, and not consider the overall communication strategy. But during 
evalution, overall communication strategy must be analyzed as well. 

In summary, evaluation is an ongoing process in various ways during all phases. The Primary Responsible Party for crisis 
communication must integrate results of evaluation into pre-crisis planning activities.

. 4 Crisis resolution phase 

. 5  Evaluation phase 

@UNICEFKazakhstan/2022/Ruslan Karsamov 
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How to Develop a Crisis Communication Plan

1. The Ministry of Healthcare and each public health agency in health care sector, such as the Committee for Sanitary 
and Epidemiologic Control, the National Center for Pubilc Healthcare, a Health Department should create a crisis 
communication plan in advance, and modify it as needed when a real crisis hits. See Attachment 2 for an example. 

2. Consider the following factors and resources [6]:
• Start with a needs assessment.
• Human resources.
• Technological support.
• Training.
• Space (facility) for staff, team or headquarters.
• Supplies.
• Travel.
• Funding mechanisms.
• Planning needs – what data are needed, who will influence planning. 

3. Understand the purpose of a crisis communication plan:
• The “go to” place for the “must have” information during a crisis.
• The “bones” of your work – not too detailed, not a step-by-step “how to”.
• Must stay dynamic – change as needed. 

4. Include these mandatory elements into your crisis communication plan:
1. Signed endorsement from director.
2. Designated staff responsibilities. 
3. Internal information verification and clearance/release procedures.
4. Agreements on information release authorities.
5. Media contact list.
6. Procedures to coordinate with public health organization response teams.
7. Designated spokespersons.
8. Emergency response team after-hours contact numbers.
9. Emergency response information partner contact numbers.
10. Partner agreements (spell out current or future agreements with the stakeholders or partners – such as NGOs, the private 

sector, international agencies, etc.).
11. Procedures/plans on how to get resources (such as space, equipment, personnel). 
12. Pre-identified channels of information dissemination.
13. Lists of likely or key stakeholders, ways to reach them, with demographic and background descriptions. 

5. When leadership changes, as this often occurs during a response, bring them into the planning process by asking them to 
review the plan and make suggestions.  

6. Update your plan often and as needed. Crisis planning is an ongoing process that is never completed because risks, resources, 
and people are always changing. 

7. Designated staff responsibilities should include:
• Chief crisis manager 

• Commands and controls the entire process.
• Directs release of public information.
• Coordinates with partners.
• Advises the director / CEO.
• Knows incident-specific policy, science, and situation.

• Responsible for media response and public information
• Triages responses.
• Supports spokesperson.
• Produces and distributes materials.
• Media monitoring.
• Manages public information delivery.
• Manages Web site and links to others.
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• Responsible for collaboration with stakeholders
• Manages prearranged information agreements.
• Solicits feedback and monitors relations with the stakeholders.
• Organizes official meetings.
• Maintains response contact list.

• Responsible for content and material development
• Translates professional technical information into public/media materials.
• Works with experts to create situation-specific materials.
• Tests messages and materials for cultural appropriateness. 

8. Define information verification and clearance procedure. One one hand, there is a need to ensure that information is 
confirmed to be accurate through a clearance process. On the other hand, there is a need to ensure that information 
is communicated quickly. The crisis communication plan must specify who absolutely must review a new piece of 
information before it’s released from the organization or before it’s incorporated into an overall release from a higher 
authority. Release accurate information quickly. If you don’t, your organization may publicly be losing its credibility. 

a. Document should be cleared by relevant staff before its’ official release: 
• The communication director responsible for your organization’s reputation. 
• The administrative director who is responsible for ensuring that the information does not counter organization policy. 
• A subject matter expert who is both fast and knowledgeable. 

b. Keep the legal department (lawyers) out of the clearance process unless the subject has specific legal implications. 
c. Clear all information simultaneously and in person, whenever possible. Do the following: 

• Make three copies. 
• Take one copy to each person. Wait while he or she reviews and approves the document. Point out any part of the 

document that needs careful consideration. 
• Ask if he or she would be comfortable seeing this as a news headline. 

d. Have as much information on a topic precleared (prepared in advance and approved in advance) as possible. This is a key 
aspect of emergency communication: 
• Make sure that pre-developed information is sensitive to the conditions of the current crisis before it is released. 
• Choose words carefully from the start. People are far more sensitive in crises. 

9. A crisis communication plan must be signed and receive endorsement from the director of your organization (a signature 
verifying endorsement at the front of the plan). 

10. A government (public) entity should collaborate with the private sector, including the NGOs, and build relations with them 
in the pre-crisis phase. This way partners and stakeholders will have an expectation of your organization’s involvement. 

11. While developing a crisis communication plan in “normal times” (well ahead of the crisis), PR/communication team should 
meet and work out the contents with other departments of the organization – for example, meet with people who potentially 
will become part of the crisis response team – and appeal for their help, and get agreements on their commitment on paper 
(for example, take their signature on the approval of the Crisis Communication Plan, or have written responsibilities of crisis 
response team members).
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Attachment 1
Sample Crisis Communication Plan

Crisis Communication Plan

[Insert Company Name or Logo]

Last Updated [Date Last Updated]

This template is intended for informational purposes only. It is not a substitute for professional advice. You should work with your 
own crisis communication, public relations, media, security, legal, and other experts on any crisis communication plan, regardless of 
whether you choose to use this template or not. 

Define the purpose of this document. Highlight when this should be referenced and what kind of information and references will be 
outlined. 

Use this framework below to determine the severity of a crisis.  

In the “description” column, describe what constitutes that definition of a crisis and what actions must be taken in response. Also 
include a few examples of what that crisis would look like. 

In the “action” column, mention teams or individuals who may take action, such as legal, the PR & communications team, customer 
marketing, the social media team, executive assistants, the C-suite, account managers or executives, and more. 

Table of Contents

Purpose

Escalation Framework

First Line of Defense

Greater Response Team

Roles and Responsibilities

Do’s and Don’ts

Maintaining an Effective Response Plan

Table of Contents

Purpose

Escalation Framework
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Level Description Action

Level 1

This is the highest level of crisis escalation 
and should involve an all-hands-on-deck 
approach. Describe this situation as 
immediate to your customers, partners, 
employees, and/or all stakeholders. 
Examples: list the examples of this level. 
Typically, they involve violence, executive 
misconduct, or a long-term threat of damage 
to your customers, the company and/or 
stakeholders.

• Person/Team 1#: Task or action   

• Person/Team 2#: Task or action  
 

• Person/Team 3#: Task or action

Level 2

Level 2 presents a moderate potential risk 
or impact on business operations, customer 
success, and/or company reputation.
Examples: list the examples of this level. 
These may include the risk of immediate 
major customer churn.

• Person/Team 1#: Task or action   

• Person/Team 2#: Task or action  
 

• Person/Team 3#: Task or action

Level 3

This is unlikely to pose a long-term risk to 
or impact business operations, customer 
success, and/or company reputation, but the 
team should still be on the same page for 
responding.  

• Person/Team 1#: Task or action   

• Person/Team 2#: Task or action  
 

• Person/Team 3#: Task or action

Level 4

This is where most “crises” will fall into. They 
tend to be slightly bigger versions of day-to-
day issues that may need a bit of extra effort 
to be fully resolved or addressed.
Examples: Some examples include a short 
outage with no impact on support or an angry 
customer on Twitter.

• Person/Team 1#: Task or action   

• Person/Team 2#: Task or action  
 

• Person/Team 3#: Task or action

Describe the purpose of this team, why it was assembled, and what it is responsible for doing. 

First Line of Defense

Identify the key players to be informed once the company is aware of the crisis. The list should include the names of the individuals, 
the team/department those people are members of, and how to best communicate to each member individually. If there is a internal 
chat system or group email for the whole team, list that here as well. 

• Person/Team #1: Email and/or Phone Number 
• Person/Team #2: Email and/or Phone Number 
• Person/Team #3: Email and/or Phone Number…
• Group Email/Communication Method: List Here

Greater Response Team

Indicate which escalation level will involve the Greater Response Team. Additionally, list out the core departments that comprise the 
Greater Response Team, and if appropriate, note that other departments or individuals not listed below may be brought in as needed. 
Teams that make up a greater incident response team may include the following:

• Communications
• Customer Support
• Legal
• Communication Partner
• Social Media

Incident Response Team

• Customer Marketing
• Operation and HR staff
• Health service departments
• Executives
• Security
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Roles and Responsibilities
In a general crisis – regardless of escalation – what should each of these departments be responsible for once informed of the crisis? 
Feel free to add a row to include any other department that is right for your business. 

Crisis Management Process

Phase 1: ALERT 

Outline the actions necessary to ensure the response team notified as soon as possible. Emphasize that if someone is unsure if he or 
she should alert the team, that he or she should alert the team, just in case. 

Your alert system can be as simple as an internal chat system channel or email alias.

Phase 2: ASSESS

Once the Response Team has been notified, what happens next? Explain how the team will assess the (potential) crisis, gather any 
available information, classify the incident via the escalation framework above, and prepare to take subsequent action.

Here are some questions to answer to get you started:

• What happened?
• Where and when?
• Who was affected?
• Who is involved?
• When did we learn about the incident?
• What is the impact/likely impact?
• Is there any immediate danger?
• Do we understand the entire issue? 

Phase 3: ACTIVATE

Turn your plan into action. Explain how the response team will communicate with the appropriate team members for their tasks and/
or with external stakeholders for specific messaging.

In the box below, write out a few common tasks expected in a crisis situation, and delegate that task to a responsible party in the 
form of a department or an individual. These tasks could include incident response team communication, initial external messaging, 
gathering/monitoring information, finding a meeting space, team check-in cadence, etc. 

Team Contact Name Roles and Responsibilities

Communications Name • Example Responsibility

Customer Support Name • Example Responsibility

Legal Name • Example Responsibility

Social Media/Marketing Name • Example Responsibility

HR Name • Example Responsibility

Health service department Name • Example Responsibility

[Other Department] Name • Example Responsibility



27

Action Items Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Action Items Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Action Items Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Example Action Responsible Party

Phase 4: ADMINISTER 

Determine how the Incident Response Team will continue to assess, address, and resolve the incident. Once again, the type, scale, 
scope, and severity of the incident or crisis will determine the response. Tasks include communication to stakeholders, employees, 
and customers if appropriate, as well as developing a timeline, seeking external legal or technical assistance, moderating and 
responding to media, and updating your crisis communication plan. This section should address the steps for any crisis, whether 
long-term or short-term.

Part 5: ADJOURN 

Once the immediacy of the crisis has dissipated, regroup as a team to go over your process for crisis management, response, and 
communication. Consider what changes should be made and update this plan with those changes. 

Additionally, someone should take point on documenting exactly what the process was for this crisis, alongside any successes, learnings, or 
shortcomings. The team should work together to grade themselves on how this situation was handled using a self-review. 

Finally, if there are any outstanding issues that need to be addressed, or if further monitoring of communication/media is necessary, delegate 
individuals or departments to manage those tasks. 
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DO’S DON’TS

        Example Do         Example Don’t

        Example Do         Example Don’t

        Example Do         Example Don’t

Do’s and Don’ts 

What are the best practices for your crisis communication? During these times, it can be stressful and easy to jump to a decision that could 
cause more harm than good. Outline the do’s and don’ts for crisis management below.   

Maintaining an Effective Response Plan 

To help ensure your company’s crisis communication plan will be effective and current, take steps to keep the plan fresh and test your team’s 
ability to manage a crisis. This means editing this plan as needed, running mock-crisis war rooms on a set cadence, developing a training 
program for all members of the crisis communication team. Outline those processes in this section. 
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Attachment 2
Avoiding Communication Mistakes

Top Ten Tips for the Savvy Communicator [7]: 

1. First do no harm. Your words have consequences—be sure they’re the right ones. 
2. Don’t babble. Know what you want to say. If you don’t know what you’re talking about, stop talking. 
3. Focus more on informing people than impressing them. Use everyday language. 
4. Never say anything you are not willing to see printed on tomorrow’s front page. 
5. Never lie. 
6. Don’t make promises you can’t keep. 
7. Don’t use “No Comment.” You’ll look like you have something to hide. 
8. Don’t get angry. When you argue with the media, you always lose … and lose publicly. 
9. Don’t speculate, guess, or assume. When you don’t know something, say so. 

Pitfalls When Communicating [7]:  

 Abstractions: 

Use examples, stories, and analogies to make your point. Don’t 
assume there is a common understanding between you and 
your audience (even when you are using stories and analogies 
to make your point). 

 Attacks: 

Respond to issues, not to people. Strive to end debates, not 
further them. Don’t respond to an attack with an attack of your 
own. 

 Attitude/Nonverbal Messages: 

Remain calm, attentive, and polite. Adopt a relaxed, neutral 
physical stance. Don’t let your feelings interfere with your ability 
to communicate positively. Never convey disgust, frustration, 
indifference, or smugness. Never lose your temper. Don’t allow 
your body language, your position in the room, or your dress to 
affect your message. 

 Blame: 

Accept your share of responsibility for a problem. Don’t try 
to shift blame or responsibility to others and don’t magnify 
the fault to be found in others in order to deflect criticism or 
minimize your culpability. 

 Costs: 

Focus on the benefits to be derived, not on the costs entailed. 
If costs are an issue, voice respect for the need for responsible 
stewardship of public funds. Don’t discuss issues in terms of 
their dollar value, or complain about a lack of funds. 

 Guarantees:
 
It is better to offer a likelihood, emphasizing progress and 
on-going efforts. Don’t make comments like, “There are no 
guarantees in life.” 

 Humor: 

Avoid it. If used, direct it at yourself. Don’t use it in relation to 
safety, or health, or in describing risk. 

 Jargon (Complex Terminology): 

Define all technical terms and acronyms. Don’t use language 
that may not be understood by even a portion of your audience. 
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 Length of Presentations:

Plan, practice and deliver a cogent 15-minute presentation. 
Don’t believe that what you are saying is inherently more 
interesting than other topics and therefore warrants more time. 
By the same token, don’t end your remarks after 15 minutes if 
there are important audience questions in need of answering.

 Negative Allegations:  

Refute allegations succinctly. Don’t repeat allegations or refer 
to them in ways that give them credibility. 

 Negative Words and Phrases:  

Use positive or neutral terms. Don’t cite national problems, or 
make highly charged analogies, which may belittle the current 
situation (e.g., don’t say, “This is not 9/11.”). 

 “Off the Record”:  

Always assume everything you say and do is part of the 
public record. Don’t make side comments or “confidential” 
remarks. (The rule is: Never say anything that you are not 
willing to see printed on the front page of a newspaper.) .  

 Personal Identity:  

Speak for the organization. Use the pronoun “we.” Don’t give 
the impression that you, alone, are the authority on the issues 
being raised or the sole decision-maker. Never disagree with 
the organization you are representing, e.g., “Personally, I don’t 
agree,” or “Speaking for myself …,” or “If it were me. …” 

 Promises:   

It is better to state your willingness to try. Promise only what 
you can deliver. Don’t make promises you can’t keep and never 
make a promise on behalf of someone else. 

 Reliance on Words Alone: 

Use visuals and hand-outs to emphasize key points. Don’t 
rely entirely on the spoken word to explain your point. 

 Speculation:  

Stick to the facts of what has, is, and will be done. Don’t 
speculate on what could be done, or on what might happen, 
or on possible outcomes other than the intended one(s), or 
about worst case scenarios. 

 Statistics: 

Use them to illuminate larger points and to emphasize 
trends and achievements. Don’t make them the focus of your 
remarks, or overuse them. 

 Technical details and data:  

Focus on empathy, efforts, and results. Don’t try to fully inform 
and educate audiences on the minutia of issues.
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Attachment 3
Nine Steps of Crisis Response
The first few hours of any event are usually very chaotic. This is a time of very high uncertainty where quick response can be critical. 
It is also a time where community-based organizations may be on their own. In many ways, a crisis communication plan is designed 
to preset these initial decisions so the organization can respond very quickly. While every event is unique, the following nine steps 
are largely universal [6, 8-10].

Step 1: Verify the Situation 

Situational awareness is the first step in an informed response. Information will be scarce, and many established channels of 
communication may be disrupted. Consider the following points while verifying the situation: 

Step 3: Conduct Crisis Assessment (Activate Crisis Plan) 

Throughout the event, it is important to continue to gather information and update situational awareness. Try to determine the 
severity of the situation, what information should be communicated, the target audience, and the potential harm on communication 
operations, resources, and communication staffing. 

These updates require ongoing research through media monitoring and through working with other response agencies, public 
health partners, and the public. The following questions will help focus these efforts: 

• What organization, office, or individual is in charge of 
managing the crisis? Ensure that direct and frequent 
contact with the office in charge is possible. 

• What happened and what responses are occurring? 
Continue to gather and check the facts. 

• What is your organization doing to address this crisis? 
• What other agencies are collecting information and how is 

that being compiled? 
• What are other agencies and organizations doing in the 

response? 

• Who is being affected by this crisis? What are their 
perceptions? What do they want and need to know? How 
can they be reached? 

• What should the public be doing? 
• What is being reported on the Web and in the media? 

Activate formal and informal monitoring systems. 
• What is being said about the event? Is the information 

accurate? Determine the consistency of information 
across sources (аre there any major differences?). 

• Get the facts, and (to the degree possible) verify them with 
secondary sources. 

• Find out where information originated and determine 
credibility. Was this a formal source; a communication 
from another agency; or from an informal channel, such 
as a nongovernmental partner? 

• Question possible rumors, which can be found through 
traditional and social media. 

• Determine whether the information is consistent with 
other reports. 

• Determine whether the characterization of the event is 
plausible. 

• Clarify information and understanding through subject 
matter experts. 

• Assess the scope and scale of the event by answering 
questions such as, “how much?” “how many?” and “how 
big an area?” 

• Begin to identify staffing and resource needs for the 
expected media and public interest. 

• Consider ways to access additional information. 
• Decide who should be notified of this potential crisis. 

Step 2: Conduct Notifications

It is essential to carefully identify to following: 
• Who should you include in your chain of command? 
• Up to what level? 
• Where within the scope of organization - that is, which departments and employees should be the first to know about a crisis? 

Some notifications may be mandatory while others may be necessary for a coordinated and effective response. Record who you 
notified, when, how, and if they were reached.
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Step 4: Organize Assignments Quickly  

The initial organization around an event involves assigning people responsibilities. Much of this will be predetermined by the crisis 
plan. Some modifications may be required based on availability of personnel and the nature of the event. Organizational processes 
can be divided according to the immediate and the ongoing issues. 

• Who are the partner organizations (traditional and emergent) of this event? Have they been briefed? Are they concerned about 
their own reputations? 

• Which partners are or should be involved in the response? How can coordination occur? 
• Can a partnership improve the response? If so, who and how will you engage them? 
• Do partners wish to get involved in the response? If so, who and how? 

Immediate issues may include: 

Ongoing organizational issues: 

Ongoing organizational issues: 

• Determine who is managing the event from an operations, 
programmatic, and scientific perspective. 

• Consider how communication coordinates with the 
program staff in charge of managing the crisis. What 
meetings should communication staff attend? 

• What are the crisis communication teams (media, Web, 
public, partner, stakeholder, and support)? Are they 
operational? 

• What are the current, most pressing priorities? 
• What resources are needed? Is staffing sufficient? 

• What is the potential for the crisis to get worse? 
• Will events result in more intense public or media interest? 
• Have rumors or points of conflict emerged? 
• How should the organization respond to these issues? Is 

there a current response and is it adequate? 
• Should the organization continue to be a source of 

information to the media about this crisis? Would some 
issues be more appropriately addressed by other groups 
or agencies? 

• Are the teams operating with approximately equal 
effectiveness? How could efficiency be improved? 

• Is the clearance process operating efficiently? How can it 
be improved? 

• Who is the spokesperson for this event and what support 
might he or she need (i.e., subject matter experts are 
needed as additional spokespersons, additional briefing 
or training is needed)? 

• At this point, should communication teams operate 10, 12, 
20, or 24 hours per day and 5, 6, or 7 days per week? 

• Will communication staff be expected to travel? 
• Are supplemental funds needed? 
• Is contractor support needed? 

• Are resources sufficient? Should staff resources be 
reallocated? 

• Should the organization reset times for daily updates to 
the media or cancel the regular updates? 

• Are daily or weekly subject matter expert briefings 
appropriate to reduce the demand for one-on-one 
interviews with these experts? 

• Should personnel who have been temporarily assigned to 
the crisis be returned to normal duties? 

• Should hours of operation be increased or reduced? 
• Are supplemental funds needed to meet public and media 

demand for information? 
• What is the organization learning from the public and the 

media that could be useful to crisis management and for 
policy managers? 
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Step 5: Prepare Information and Obtain Approvals   

Rapid clearance of information for release comes with inherent tension and challenges. The approval process is unique to each 
organization. This function includes all message and development activities, the approval process, and the coordination of 
information within an organization. Several questions are important to the approval process: 

Step 6: Release Information Through Prearranged Channels    

The crisis and emergency communication function at its core is about releasing information to key audiences. Anticipating likely 
questions from the media and recognizing their role can improve the effectiveness of communication. 

• Who are the audiences, both immediate and remote? 
Who’s been affected by this event? Who’s upset or 
concerned? Who needs to be alerted? 

• What are the audiences’ perceptions, backgrounds, and 
values? 

• What are their immediate and long-term information 
needs and wants? 

• What do media personnel want to know? 
• How can your organization demonstrate appropriate 

empathy? 
• What are the facts? What happened? 

When information is effectively delivered to the media, the chances 
of inaccurate reporting are reduced. It may help you to anticipate 
likely media questions such as the following: 

• Who’s in charge? 
• What are you doing for the people who are hurt? 
• Is the situation under control? 
• What can we expect? 
• Why did this happen? 
• Why wasn’t this prevented? 
• What else can go wrong? 
• When did you begin working on this (were notified of this, 

determined this)? 
• What do these data or results mean? 
• Are there bad things you aren’t telling us? 
• When can we get more information?

• What is the organization’s stance on the issue? Are there 
policies or values that are relevant to this issue? 

• What is your organization doing? How is your organization 
solving the problem? 

• What can your organization do to keep this from happening 
again? 

• What other agencies or groups are involved and what are 
they saying? 

• What should the public be doing? 
• What public information is available and when will more 

information be available? 

When talking to the media, some basic kinds of information can 
generally be provided: 

• Provide only information that has been approved and 
cleared by the appropriate channels. Don’t speculate and 
don’t over-reassure. 

• Repeat the facts about the event. 
• Describe the data collection and investigation process. 
• Describe what your organization is doing about the crisis. 
• Describe what other organizations are doing. 
• Explain what the public should be doing. 
• Describe how to obtain more information about the 

situation. 
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Step 7: Obtain Feedback and Conduct Crisis Evaluation    

As soon as practical following a crisis, conduct an evaluation of the organization’s response. Get direct feedback from key audiences. 
Assess what is being reported in the mainstream and new media. This will allow messages to be adjusted to address deficiencies or 
correct problems. 

These assessments are also important in the learning process: 

Step 8: Conduct Public Education    

Once the crisis begins to subside, your organization may need to carry out additional public education activities. Because the public is 
attending to the event, this may be a chance to improve public understanding, support, and preparation. The public may also be more 
receptive to information and behavioral change. 

Consider the following activities: 

Step 9: Monitor Events    

Monitoring should occur at all points. It provides ongoing feedback and determines how messages or the general communication strate-
gy should be changed. 

Crisis monitoring protocols include the following:  

• Media monitoring, including television, radio, mainstream print, and specialized print 
• Internet monitoring, including social media and related websites 
• Ongoing exchange of information with key partners, such as other organizations and state health departments, subject matter 

experts and partners 
• Public opinion monitoring and collection of other relevant information

• Keep notes or audio record observations made during the 
initial phase of the crisis. 

• Identify the needs of special audiences, including any 
special-needs populations or stigmatized groups. 

• Compile and analyze comments and criticisms from 
various audiences, partners, agencies, and stakeholders. 

• Gather and analyze media coverage and Web activity. 
• Conduct a “hot wash” / a debriefing session (an immediate 

review of what happened, what went right, and what went 
wrong) to capture lessons learned.  

• Assess the need for your organization to educate your 
audience about related public health issues related to this 
crisis. 

• Determine the public’s perceptions and information needs 
related to this crisis. Are there any misperceptions or 
misunderstandings that need to be corrected? 

• Does the public understand the organization’s health 
messages on this issue? Is the public taking appropriate 
actions? 

• Decide if audiences not involved in the crisis should be 
targeted for public education. 

• Develop a “Strengths, Weaknesses, Opportunities, and 
Threats” report on the crisis communication operation. 
Report your results to your organization’s leadership. 

• Share results within your organization. 
• Determine the need for any changes to the crisis 

communication plan. 
• Determine if there is a need to improve policies and 

processes. 
• Incorporate changes with appropriate training into your 

organization. 
• Revise crisis plan policies and procedures based on 

lessons learned. 

• Should a public health message related to this crisis 
event be incorporated into other health communication 
activities such as, for example, “National Immunization 
Week?” 

• Should this event be used to highlight any related public 
health messages? 

• Should any websites be updated as a result of this crisis? 
• Should any of the crisis materials be institutionalized? 
• Would a series of postcrisis, preproduced 

articles be useful in this situation? 
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